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1)  The use of cloud computing is limited to a …………service at  time 

a) Single    b) multiple c) same d) both b & c 

 

2) Hybrid Cloud is combination of………… 

a) Public b) private c) public &private 

d) Public & hybrid 

 

3) Characteristic of cloud computing ……………. 

a) Service oriented 

b) Cloud 

c) Connection base 

d)  Platform oriented 

4).     _________ Model consists of the particular types of services that you can 

Access on a cloud computing platform. 

 

a) Service 

b) Deployment 

c) Application 



d) Software 

5) Point out the correct statement._________ 

a) The use of the word “cloud” makes reference to the two essential 

concepts 

b) Cloud computing abstracts systems by pooling and sharing 

resources 

c) Cloud computing is nothing more than the Internet 

d) Cloud computing is protocol 

 

6)  Distributed system consists of large number of__________ module 

a) Hardware 

b) Software 

c) hardware & software 

d) Application 

 

7)  Web 2.0 is the term used to describe a variety of_______ 

a) Web sites 

b) Application 

c) Networks 

d) Process 

 

8) Distributed system  should be perceived by _________developers 

a) user 

b) Application 

c) User and application 



d) Code 

 

 

 

9)  Which two are most popular sides for videos and photographs? 

a) YouTube WWW.YouTube.com and Flickr WWW.Flickr.com 

b) Only YouTube WWW.YouTube.com 

c) Only Flickr WWW.Flickr.com 

d)  Internet 

 

10) Business process represented by ______________ 

a) Source 

b) Service 

c)  Documents 

d) Source &  documents 

 

11)  Which of the following is the deployment model? 

a) Public 

b) Web 

c) Cloud 

d) Services 
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12) Which of the following is best known service model 

 

a) Software as a Service (SAAS) 

b) Hardware as a service(HAAS) 

c) web service (WS) 

d) infrastructure platform (IP) 

 

 

 

13) ______ has many of characteristics of  what is now being called cloud 

computing 

a) Internet 

b) Software 

c) Web service 

d) Hardware 

 

 

14) Cloud Computing System are classified__________ 

a) Single Instruction, Single Data (SISD) 

b) Multiple Data, Single Data(MDSD) 

c) Single Data Multiple Instruction (SDMI) 

d) Multiple Instruction Double Data ( MIDD) 

 

 



 

15) Which of the Cloud platform by amazon______ 

a) Azure 

b) AWS 

c) Cloudera 

d) Google 

 

16) MIMD systems that shares a common memory is known as ____________ 

a) Multiple Units 

b) Multiple Data 

c) Multiprocessor 

d) Processors 

 

17) Utility Computing resources are modelled as a __________to electric power 

a) Utility analogous 

b) Utility 

c) Digital 

d) Session 

18) A computer system is said to be __________ 

a) Parallel computer 

b) Serial computer 

c) Processor 

d) Memory 

 

 



 

20)  Virtualization allows the creation of separate__________ 

a) Computing environment 

b) Process 

c)  Networks 

d) Routers 

 

21)  Server Virtualization is most _______of virtualization industry 

a) Active segment 

b) Passive segment 

c) both a & b 

d) Hybrid 

 

22) Advantages of Network Virtualization ____ 

a) Lower cost less space consumption 

b Less devices 

c) High Risk 

d) Non- flexible 

23)  KVM is short for _________ 

a) Kernel-base virtual machine 

b) Kernel Machine 

c) Virtualization 

d) VMware 

 



 

24)  Security and Privacy of data are the main challenges in _________ 

a) Cloud computing 

b) DBMS 

c)  Process 

d) peer to peer model 

25) To create a virtual Machine using __________ 

a) Virtual 

b) VMware workstation 

c) WEB 

d) Linux 

 

26) KVM is __________ 

a) Open Source software 

b) Close Source Software 

c) Processor 

d) input-output 

 

 

27) Open Stack is a set of _______for building and managing and cloud 

computing 

a) Software tools 

b) Cloud 

c) Hardware 

d) Network 



’ 

28) What is the primary computing engine behind open stack________? 

a)  NOVA 

b) Swift 

c) Cinder 

d) Switch 

 

30) Block Storage Service provides_____ 

a) Cinder-api and Cinder-Scheduler 

b) Api-Scheduler 

c) volume-block 

d) Cinder-cinder 

 

31) The block storage service contains the following component___ 

a) Back –end storage Devices user and Tenants( projects) 

b) Software & hardware 

c) Back-end and Front-end 

d) User-Server 

32) Open Stack Networking supports the following types__________ 

a) Projects 

b) Network isolation and overlay technologies 

c) API     d) VLAN 

 

 



 

33) Which HTTP error code would you get if the keystone token has expired? 

a) Error 404 

b) Error 403 

c) Error 402 

d) Error 401 

 

34)  In Open Stack Object Storage or retrieve file______ 

a) Glance 

) Heat 

c) Swift 

d) Keystone 

35) Which of the following provide  system resource access to virtual 

machine________ 

a) VMC 

b) VMM 

c)  VMN 

d) VNN 

 

36) Which is not an approach to virtualization? 

a) Partial virtualization 

b) Lightweight virtualization 

c) Full virtualization 

d) Para virtualization 

 



 

 

37) Cloud Service Consist of 

a) Software, Hardware, infrastructure 

b) Platform, Software, infrastructure 

c) Platform, Hardware, infrastructure 

d) Platform , infrastructure 

38) OVirt nodes are servers using _____with installed libvit demon and VDSM 

a) Linux x86-64 

b) Linux x84-68 

c) Linux x88-67 

d) OS 

 

40) OVirt Engine is a set of 

a) Software & Service 

b) Software & Hardware 

c) Software & operating system 

d) Service and process 

41)  Benefits of using KVM 

a) It support for any kind of guest os 

b) Hard 70acess 

c) Software and operating system 

d) Service and process 

 



 

42) Cons of virtualization 

a) It can have a high cost of implementation 

b) It can have a law cost 

c) It still has no limitation 

d) It support security 

43) Which of the following algorithm is used by Google to determine the 

importance of a particular page? 

a) SVD 

b) PageRank 

c) Fast Map 

d) PBD 

 

44) Which of the following programming language solves problems by acting 

on constraints and inputs? 

a) 3GL 

b) 4GL 

c) 5GL 

d) 2GL 

 

 

45)  How many aspects need to be considered while assessing network 

capacity? 

a) one 

b) two 

c) three 

d) four 

 

 



46.) ______ scaling allows you to use a virtual system to run more virtual 

machines. 

 

a) Horizontal 

b) Vertical 

c) Out 

d) virtue 

 

47)  Which of the following allows merchants to fill orders through 

Amazon.com fulfilment service? 

a) Amazon Elastic Compute Cloud 

b) Amazon Fulfilment Web Services 

c) Amazon Relational Database Service 

d) Amazon Simple Storage System 

48) Which of the following uses an authentication device? 

a) Amazon Elastic MapReduce 

b) Amazon Mechanical Turk 

c) Amazon DevPay 

d) Multi-Factor Authentication 

 

49.) AMIs are operating systems running on the _____ virtualization 

hypervisor. 

a) Yen 

b) Xen 

c) Ben 

d) Multi-Factor Authentication 

 

 

 



50) Which of the following instance class is best used for applications that are 

processor or compute-intensive? 

 

a) Standard Instances 

b) High Memory Instances 

c) High CPU Instances 

d) programming 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



SUBJECT-CYBER FORENSECS 
 

1 

Q Which of the following is not a type of cybercrime?  
A Data theft  
B Forgery  
C Damage to data and systems  
D Installing antivirus for protection  

2 

Q Which are the following are data compression techniques? 

A LZW 

B Huffman coding 

C RLE    
D All of the above 

3 

 ______ is the process of making an archival or backup copy of the entire 
contents of a hard drive.  
A Investigation 

B Disk imaging 

C Formatting 

D S/w Installation 

4 

 A valid definition of digital evidence is:  
a. Data stored or transmitted using a computer  
b. Information of probative value  
c. Digital data of probative value  
d. Any digital evidence on a computer 

5 

 Q. Computer forensics involves all of the following stated activities except: 
a) extraction of computer data. 
b) preservation of computer data. 
c) interpretation of computer data 

d) manipulation of computer data. 

6 

Q. In this phase from the collection data identify and extract the pertinent 
information using proper forensic tools. 
a) Collection 

b) Examination 

c) Analysis 

d) Reporting 

7 

Q. What things are not recover while investigating the computer fraud: 
a) Financial and asset record 

b) Accounting software and files 

c) Photos and diaries of the victim 

d) Credit card data 

8 

Q .This attack uses a killer packet to flood a system 

a) DNS DoS attack 

b)  The Ping of death attack 

c) SYN/LAND attack 



d) Teardrop attacks 

9 

Q.____ types of evidence  are collected in cyber forensic . 
a) 5 

b) 2 

c) 3 

d) 4 

10 

Q.ODD stand for_____________ in Cyber forensic. 
a) Operation Data Directory 

b) Open Data Duplicator 

c) Open Data Device 
d) Optional Device Driver 

11 

 Q. Wireshark is a ____________ tool. 
a. network protocol analysis 
b. network connection security 
c. connection analysis 
d. defending malicious packet-filtering 

12 

Q. Which of the following deals with network intrusion detection and real-time traffic 

analysis? 
a) John the Ripper 
b) LophtCrack 
c) Snort 
d) Nessus 

13 

Q In general how many key elements constitute the entire security structure? 
a. 1 
b. 2 
c. 3 
d. 4 

14 

Q. According to the CIA Triad, which of the below-mentioned element is not 

considered in the triad? 
a. Confidentiality 
b. Integrity 
c. Authenticity 
d. Availability 

 

15 

Q. CIA triad is also known as ________ 
a. NIC (Non-repudiation, Integrity, Confidentiality) 
b. AIC (Availability, Integrity, Confidentiality) 
c. AIN (Availability, Integrity, Non-repudiation) 
d. AIC (Authenticity, Integrity, Confidentiality) 

16 

 Q.When integrity is lacking in a security system, _________ occurs 
a. Database hacking 
b. Data deletion 
c. Data tampering 
d. Data leakage 



17 

Q. Data ___________ is used to ensure confidentiality. 
a. Encryption 
b. Locking 
c. Deleting 
d. Backup 

18 

Q. One common way to maintain data availability is __________ 
a. Data clustering 
b. Data backup 
c. Data recovery 
d. Data Altering 

19 

 Q. _______ is the practice and precautions taken to protect valuable information 

from unauthorised access, recording, disclosure or destruction. 
a. Network Security 
b. Database Security 
c. Information Security 
d. Physical Security 

20 

Q. From the options below, which of them is not a vulnerability to 

information    security? 
a. Flood 
b. without deleting data, disposal of storage media 
c. unchanged default password 
d. latest patches and updates not done 

21 

Q . _____ platforms are used for safety and protection of information in the cloud. 
a. Cloud workload protection platform 
b. Cloud security protocols 
c. AWS 
d. One Drive 

 

22 

 Q.Which of the following information security technology is used for 

avoiding  browser-based hacking? 
a. Anti-malware in browsers 
b. Remote browser access 
c. Adware remover in browsers 
d. Incognito mode in a browser 

23 

 Q. The full form of EDR is _______ 
a. Endpoint Detection and recovery 
b. Early detection and response 
c. Endpoint Detection and response 
d. Endless Detection and Recovery 

24 

 Q.Which of the following is not done in the gaining access phase? 
a. Tunnelling 
b. Buffer overflow 
c. Session hijacking 
d. Password cracking 

25 
Q. Which of the below-mentioned penetration testing tool is popularly used in gaining 

access phase? 



a.  Maltego 

b. NMAP 

c. Metasploit 
d. Nessus 

 

26 

Q.A _________ can gain access illegally to a system if the system is not properly 

tested in scanning and gaining access phase. 
a. security officer 
b.  malicious hacker 
c.  security auditor 
d. network analyst 

27 

 Q. Which of the following is not a type of cyber crime? 
a. Data theft 
b. Forgery 
c. Damage to data and systems 
d. Installing antivirus for protection 

28 

Q.Which of the following is not a type of peer-to-peer cyber-crime? 
a. Phishing 
b.  Injecting Trojans to a target victim 
c. MiTM 
d. Credit card details leak in deep web 

29 

Q. Cyber-laws are incorporated for punishing all criminals only. 
a. TRUE 
b. Flase 
c. both a&b 
d. non of this 

 

30 

 Q. Cyber-crime can be categorized into ________ types. 
a. 4 
b. 2 
c. 3 
d. 6 

31 

Q.……… is a technique for anonymous communication where messages are 
encapsulated in layers. 
a.  AAAA   
b.  SMTP    
c.  Web Shell   
d.  Onion Routing 

32 

 Q. ………… meaning how long piece of information lasts on a system 
a. Order of volatility 
b. DDOS 
c. Honeypot 
d. honeystick 

33 

Q.   ………………. Is a  file generated records of past events consist of timestamp 
a.  Log files  
b.  Memory files  



c. reports  
d. Meta data 

34 

 Q. …………. is a suite of tools created by Sysinternals. 
a. Browserhistory 
b. Encase 
c. FTK 
d. pstools 

35 

 Q. ……… is a computer or network setup to tempt an attacker to do the activity 
a. Order of volatility 
b. DDOS 
c. Honeypot 
d. honeystick 

36 

 Computer forensics involves ________ 
a.  obtaining and analyzing digital information  
b. analysis of network traffic 
c. protect evidences  
d. all of the above  

37 

AFF stands for ___________ 
a. Advanced Forensics Format 
b. Analysis Forensics Format 
c. Access Forensics Format 
d. Acquire Forensics Format 

38 

In case of ------------, the evidence is collected from a system where the 
microprocessor is running. 
a.  live acquisition 
b.  static acquisition 
c.  sparse acquisition 
d.  none of the above 

39 

 …………… is a global system for translating IP addresses to human-readable 
domain names. 
a. TLD  
b.  Web Shell  
c.  Whois  
d.  DNS 

40 

 You begin any computer forensics case by creating a(n) ____. 

a.  investigation plan     
b.  risk assessment report  
c. evidence custody form 
d. investigation report 

41 

 ………… are found most commonly in GSM devices and consist of a microprocessor 
and 16 KB to 4 MB EEPROM. 

a)   Sim cards 
b)   SDD cards 
c)   MMC cards 
d) SD cards 



42 
 There are three C in computer forensics which is one of the three  is…. 
 

43 

 Hiding a message into a larger file is known as_________   
a.Encryption  
b.Steganography  
c.Forensic   
d.Clustering  

44 

 ________ no of steps are there in incident response  
A.4 

B.5 

C.6 

d.7 

45 

 _____ response collect only the volatile data  
a.Initial live  
b.In-depth   
c.Full live  
d.Partial Live  

46 

 The most difficult phase in incident response is_____  
a.Investigation  
b.Analysis  
c.Reporting  
d.Resolution  

47 

 ______ is smart enough to check the root directories of all active partitions for 
the file  
a.IO.SYS  
b.MSDOS.SYS  
c.COMMAND.COM  
d.DRVSPACE.BIN  

48 

 ______ is Ubuntu based  
a.Sleuth Kit  
b.FTK imager  
c.SANS SIFT  
d.DEFT  

49 

 _____ offers the ability to perfprm memory and file analysis of a specific host  
a.Fire Eye Red Line  
b.Plain Sight  
c.Xplico  
d.HELIX3 Free  

50 

 ____ shows all the registry data in real time  
a.Regmon  
b.Process Explorer   
c.Handle   
d.FileMon  



51 

 _____enables you to change password on a windows computer  
a.memfetch  
b.john  
c.chnptw  
d.tcpdump  

52 
 

53   

54 

 The Foremost tool is use to find___________. 

a)      GIF file 

b)      JPG file 

c)      Zip file 

d)     All of them 

55 

What is the full form of DiD? 

a)Defense in Depth 

b)Depth in Defense 

c)Data integrity Detection 

d)None 

56 

 Intrusion Detection System(IDSs) is use for___________.  
a) Testing 

b) Analyzing  
c) Reporting 

d) All of above 

57 

 Packet Sniffers are software placed network to___________________. 
a) Monitor Traffic 

b) Analyzing attackers 

c) Obtaining information  
d) provide security 

58 

 Which of the following tool are not use for data recovery?  
a) FTK 

b) EnCase 

c) Autopsy 

d) Wireshark 

59 

 In which phase data are identify and extract the pertinent information ,using 
proper forensic tool. 
a) Collection 

b) Examination 

c) Analysis 

d) Reporting 



60 

 The data hiding techniques are includes__________________. 
a) Encryption & Steganography 

b) Decryption & Steganography 

c) Detection work 

d) Sniffing  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



SUBJECT-DIGITAL IMAGE PROCESSING 
 

1. Image Processing systems treat images as ______ dimensional signals and apply 

signal processing methods to them. 

 

  A one 

B two 

C three 

D n  

2. An image may be defined as a two-dimensional function, f(x,y), where x and y are 

spatial (plane) coordinates, and the amplitude of f at pair of coordinates (x,y) is called 

______ level of the image at that point. 

 

A pixel 

B contrast 

C intensity 

D discrete 

3. A normal grayscale 8 bit image has _______ grayscales. 

 

A 255 

B 256 X 256 X 256 

C 16 

D 256 

4. In monochrome image each pixel can be represented by  __________. 

A either 0 bit or 1 bit 

B either 00 bit or 10 bit 

C both 00 bit and 11 bit 

D both o bit and 1 bit 

5. __________ procedures partition an image into its constituent parts or objects. 

A Acquisition 

B Compression 

C Segmentation 

D Restoration 

6. ________ and _________ are the two important processes used to convert continuous 

analog image into digital image. 

a) reconstruction and quantization 

b) sampling and dequantization 

c)  reconstruction and dequantization 

d) sampling and quantization 

7. A k-bits image required to store a digitized image of size M*N is represented as 

________. 

a) M*N*k 

b) M*N^k 

c) M+N+k 

d) M+N*k 

8. _____  is the smallest element of an image on a computer display. 

a) Coordinates 

b) Colour 

c) Pixel 



d) Shape 

9. Image with inverted grey levels is known as ________.  

a) negative image 
b) thresholded image  

c) contrast image 

d) dark image 

10. ______ model commonly used in printers. 

a) RGB 

b) CMY 

c) HSI 

d) YCbCr 

11. Visible electromagnetic spectrum to human eye is approximately between ________. 

a) 1nm - 1 pm 

b) 1 nm - 400 nm 

c) 400 nm - 750 nm 
d) 750 nm - 2.5 μm 

12. _____  process is used to expand shape of an image. 

a) Erosion 

b) Opening 

c) Dilation 

d) Closing 

13. ____ provides colour vision in bright light. 

a) Cornea 

b) Rods  

c) Retina 

d) Cones 
14. _____ is the total amount of energy that flows from light source. 

a) Radiance 
b) Darkness 

c) Brightness 

d) Luminance 

15. Which of the following is a receptor in the retina of human eye? 

a) Rods 

b) Cones 

c) Rods & Cones 
d) Neither Rods nor Cones 

16. What is brightness adaptation? 

a)   Changing the eye’s overall sensitivity 

b) Changing the eye’s imaging ability 

c) Adjusting the focal length 

d) Transition from scotopic to photopic vision 

 

17. The inner most membrane of the human eye is……………. 

a) Blind spot 

b) Sclera 

c) Choroid 

d) Retina 

18. What is the function of Iris? 

a) Source of nutrition 



b) Detect color 

c) Varies focal length 

d) Control amount of light 

 

19. The absence of receptors is in the retinal area called _________ 

a) Ciliary body 

b) Lens 

c) Blind Spot 

d) Fovea 

20. Process involved in linear spatial filtering is _____ 

a) Correlation 

b) Convolution 

c) Histogram Equalization 

d) Both a and b 

21. Convolution and Correlation are functions of _____________ 

a) Distance 

b) Time 

c) Intensity 

d) Displacement 

22. The function that contains a single 1 with the rest being 0s is called ______________ 

a) Identity Function 

b) Inverse Function 

c) Discrete Unit Impulse 
d) None of the above 

23. Intensity levels in 8 bit image are _____ 

a) 128 

b) 256 
c) 255 

d) 512 

24. How many categories does the color image processing is basically divided into? 

a) 4 

b) 2 
c) 3 

d) 5 

25. What are the names of categories of color image processing? 

a) Full-color and pseudo-color processing 
b) Half-color and full-color processing 

c) Half-color and pseudo-color processing 

d) Pseudo-color and Multi-color processing 

26. What are the characteristics that are used to distinguish one color from the other? 

a) Brightness, Hue and Saturation 
b) Hue, Brightness and Intensity 

c) Saturation, Hue 

d) Brightness, Saturation and Intensity 



27. What is the quantity that is used to measure the total amount of energy flowing from 

the light source? 

a) Brightness 

b) Intensity 

c) Luminence 

d) Radiance 

28. How many bit RGB color image is represented by full-color image? 

a) 32-bit RGB color image 

b) 24-bit RGB color image 
c) 16-bit RGB color image 

d) 8-bit RGB color image 

29. Which of the following color models are used for color printing? 

a) RGB 

b) CMY 

c) CMYK 

d) CMY and CMYK 

30. Image restoration is used to improve the ________image 

a) Quality 
b) Quantity 

c) Blur 

d) None 

31. Which of the following fails to work on dark intensity distributions? 

a) Laplacian Transform 

b) Gaussian Transform 

c) Histogram Equalization 
d) Power-law Transformation 

32. Butterworth filter has ___________transition 

a) Smooth 
b) Sudden 

c) Peak 

d) Both b & c 

33. human perception of color closely resembles the ____________color model 

a) CMY 

b) RGB 

c) HIS 
d) CMYK 

34. the amount of white light present in a spectrum is called as ____________ 

a) Intensity 

b) Saturation 
c) Hue 

d) Color 

35. X-rays pass through the paient's body for generating diagnosic 

a) X-Ray Film 

b)Rays 

c)Images 

d)Real 

36. Each element of Matrix is called  

a)Dots 

b) Co-ordinates 

c)Pixels 



d) Values 

37. Black & White pixels of image are represented in matrix as ______ 

a)1 & 2 

b)0 & 1 
c)0 & 2 

d)0 & -1 

 

38. What is the tool used in tasks such as zooming, shrinking, rotating, etc.? 

a)Sampling 

b)Interpolation 
c)Filters 

d)None of the above mentioned 

39. Which is the image processing technique used to improve the quantity of image for 

human viewing? 

a)Compression 

b)Enhancement 
c)Restoration 

d)Analysis 

40. Which of the following is/are considered as type(s) of lowpass filters? 

a)Ideal 

b)Butterwoth 

c)Gaussian 

d)All of the above mentioned 
 

41. A continuous image is digitised at _______ points. 

a)Random 

b)Vertex 

c)Contour 

d)Sampling 
 

42. The quality of a digital image is well determined by ___________ 

a)The number of Samples 

b)The discrete grey levels 

c)All of the above mentioned 
d)None of the above mentioned 

43. What is the third step in digital image processing 

a)Image Restoration 
b)Segmentation 

c)Image Enhancement 

d)Colour Image Processing 

44. If  enhancement technique applied on all pixel values in the image, then the operation is 

known as ______. 

(a)    Point operation  

(b)   Mask Operation 

(c)    Spacial Operation 

(d)   Global operation 



45. g[m, n] = f[m,n] – k defines _________ operation. 

(a)    Brightness enhancement 

(b)   Brightness suppression 

(c)    Contrast enhancement 

(d)   Contrast suppression 

46. To plot the number of occurrences of gray levels in the image against the gray level 

values is _______. 

(a)    Contrast Manipulation 

(b)   Gamma Detection 

(c)    Threshold 

(d)   Histogram 

47. What are the two approaches to segmentation? 

a) Haar-like feature & 3-D rectangle approach 

 b) Region based segmentation & edge segmentation 

c) Adaboost approach & edge segmentation 

d) None of the above 

48. Criteria for region segmentation 

  a) Pixels may be assigned to the same region 

b) Pixels may be assigned to the different region 

c) All of the above 

d) None of the above 

49. Which technique applies Edge segmentation 

a)Prewitt operator 

b) Canny operator 

c) Sobel operator 

 d) All of the mentioned 

50. The transform used in image compression is 

a)      KL transform 

b)      Discrete cosine transform 



c)       Walsh transform 

d)      Hadamard transform 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



SUBJECT-INFORMATION RETRIVAL 

 

1 

Information retrieval is querying of ________ textual data. 
A  structured 
B  unstructured 
C  formatted                 
D  None 

2 

_______are indexed units in the incidence matrix. 
A   Terms  
B   Collection   
C   Information 
D   Data 

3 

The number of documents in the collection that contain a term t is 

called as ____ 

A   Document Index dit              
B   Document frequency dft 

C   Document Inverse dint 
D  Document Incidence Matrix dimt 

4 

The standard way of quantifying the similarity between two documents 

d1 and d2 is to compute the _________of their vector representations. 

A    sine similarity      
B   cot similarity 

C   cosine similarity  
D   None 

5 

PM stands for ____________________ 

A   Cost per migrating 
B   Cost per making 
C   Cost per manage     
D    Cost per mil 

6 

_______fraction of tChe returned results are relevant to the information 

need. 

A   Proximity    

B   Posting Merge    
C   Precision 
D   Posting list 

7 

A dictionary of terms is sometime also referred as___________ 

A  Corpus 

B  Collection        

C Lexicon 

D. none of the above 



8 

A model of information retrieval in which we can pose any query in 

which search terms are combined with the operators AND, OR, and NOT 

A Ad Hoc Retrieval                                 

B Ranked Retrieval Model 

C Boolean Information Model             

D Proximity Query Model 

9 

The number of times that a word or term occurs in a document is called 

the: 

A  Term Frequency                      

B Vocabulary Lexicon 

C  Proximity Operator                           

D Indexing Granularity 

10 

Which of the following is a technique for context sensitive spelling 

correction: 

A  the Jaccard Coefficient                       

B Soundex algorithms  

C  k-gram indexes                                

D  Levenshtein distance 

11 

SEO stands for _________________ 

A Search engine order  

B Search engine organizer 

C Search engine option 

D  Search engine optimization  

12 

 ___________ filtering recommends products which are similar to the 

ones that a user has liked in the past. 

A  Collaborative based  

B  Context based 

C  Collection based  

D  Content based 

13 

 ____________ is the fraction of the relevant documents in the collection 

returned by the system. 

A Reconnect  

B Recall  

C Reciprocal  

D Retrieved 

14 

The task of the ______ is to group words that are derived from a 

common stem. 

A  Parser  

B Stopper  



C Transformer 

D Stemmer 

15 

_______is a way of measuring the importance of website pages. 

A  Querying 

B Page Rank 

C Link Analysis 

D HITS 

16 

______ is a page that contains actual information on a topic. 

A  authority 

B Hub 

C Hyperlinks 

D Image 

17 

 A model of information retrieval in which we can pose any query in 

which search terms are combined with operators AND, OR and NOT 

A Ad Hoc retrieval 

B Ranked Retrieval model 

C Boolean Information model 

D Proximity Query model 

18 

An advantage of a positional index is that it reduces the asymptotic 

complexity of a postings intersection operation. 

A  True 

B  False 

19 

 Given two strings s1 and s2, the edit distance between them is 

sometimes known as the 

A  Levenshtein distance  

B  isolated-term distance 

C  k-gram overlap 

D Jaccard Coefficient 

20 

 A web server communicates with a client (browser) using which 

protocol: 

A HTML 

B HTTP 

C FTP 

D Telnet 

21 

 Hadoop is a framework that works with a variety of related tools. 

Common cohorts include ____________ 

A  MapReduce, Hive and HBase 

B  MapReduce, MySQL and Google Apps 



C  MapReduce, Hummer and Iguana 

D  MapReduce, Heron and Trumpet 

22 

 __________ can best be described as a programming model used to 

develop Hadoop-based applications that can process massive amounts 

of data. 

A MapReduce 

B Mahout 

C Oozie 

D All of the mentioned 

23 

 Each document has a unique serial number known as_______ 

A Document identifier 

B Document name  

C document type  

D None of the above 

24 

 The basic operation of a web browser is to pass a request to the web 

server. This request is an address for a web page and is known as the 

A UAL: Universal Address Locator 

B HTML: Hypertext Markup Language 

C URL: Universal Resource Locator 

D HTTP: Hypertext transfer protocol 

25 

 A data structure that maps terms back to the parts of a document in 

which they occur is called an 

A Postings list 

B Incidence Matrix 

C Dictionary 

D Inverted Index 

26 

 Collaborative Filtering has following problems 

a) Cold Start 

b)Scalability 

c)Sparsity 

d)All of the above 

27 

 Input, Purpose and Output are the factors of _________ . 

a)Summarization 

b)Question Answering 

c)Page Rank 

d)Personalized Search 

28 

 Who is Crawler ? 

a)Web Spider 



b)Pen Tester 

c)Hacker 

d)Ethical Hacker 

29 

 Information retrieval systems have much in common with 

a)Filing systems 

b)Transaction systems 

c)Database systems 

d)Management systems 

30 

 A deadlock can be broken down by 

a)Committing one or more transactions 

b)Aborting one or more transactions 

c)Rolling back one or more transactions 

d)Terminating one or more transactions 

31 

 Which one of the following is not Test Collection and Evaluation Series 

a)Text Retrieval Conference (TREC) 

b)NII Test Collections for IR Systems (NTCIR) 

c)Cross Language Evaluation Forum(CLEF) 

d)Collaborative Filtering 

32 

 Querying of unstructured textual data is referred to as 

a)Information access 

b)Information updation 

c)Information manipulation 

d)Information retrieval 

33 

Information is  

a)Data 

b)Processed Data 

c)Manipulated input 

d)Computer output 

 

34 

Online transaction processing is used because 

 a)disk is used for storing files 

b)it is efficient 

c)it can handle random queries. 

d)Transactions occur in batches 

 

35 

The quality of information which is based on understanding user needs 

 a)Complete 

b)Trustworthy 



 

c)Relevant 

d)None of the above 

 

36 

The primary storage medium for storing archival data is 

a)floppy disk 

b)magnetic disk 

c)magnetic tape 

d)CD- ROM 

 

37 

Organizations have hierarchical structures because  

a)it is convenient to do so 

b)it is done by every organization 

c)specific responsibilities can be assigned for each level 

d)it provides opportunities for promotions 

 

38 

Operational information is  

a)Haphazard 

b)Well organized 

c)Unstructured 

d)Partly structured 

 

39 

A computer based information system is needed because 

(i) The size of organization have become large and data is massive 

(ii) Timely decisions are to be taken based on available data 

(iii) Computers are available 

(iv) Difficult to get clerks to process data 

  

a)(ii) and (iii) 

b)(i) and (ii) 

c)(i) and (iv) 

d)(iii) and (iv) 

 

40 

Operational information is needed for  

a)Day to day operations 

b)Meet government requirements 

c)Long range planning 

d)Short range planning 

 



41 

Data by itself is not useful unless 

 a)It is massive 

b)It is processed to obtain information 

c)It is collected from diverse sources 

d)It is properly stated 

42 

For taking decisions data must be 

 a)Very accurate 

b)Massive 

c)Processed correctly 

d)Collected from diverse sources 

43 

Measures of Similarity are as Follows : 

i. The lengths of the Documents. 

ii. The number of terms in common. 

iii. Whether the terms are common or unusual. 

iv. How many times each term appears. 

  

a)i) & ii) 

b)ii) & iii) 

c)iii) & iv) 

d)i),ii),iii) & iv) 

44 

one of the application of Personalized Search is, 

 a)Google 

b)Yahoo 

c)IBM 

d)Alpha Search Engine 

45 

Structure of Web has following entities: 

i. Web Graph 

ii. Static and Dynamic Pages 

iii. Hidden web pages 

iv. Size of web page 

  

a)i) & ii) 

b)i) & ii) 

c)iii) & iv) 

d)i),ii),iii) & iv) 

46 

Goal of IR is to find documents _______to an information need from a large 

document set 

a.   applicable    

b. Relevant 

c. knowledgeable  



d. none of the above 

 

47 

Static collection of documents is known as _________. 

a.   Information    

b. corpus        

c. data            

d. None of the above 

 

48 

 Information retrieval systems have much in common with_______. 

a. Filing systems         

b. Transaction system 

c. Database systems   

d. Management systems 

 

49 

 A data structure that maps terms back to the parts of a document in which 

they occur is called as___. 

a. Postings list 

b. Incidence Matrix 

c. Dictionary 

d. Inverted Index  

 

50 

 The number of times that a word or term occurs in a document is called the: 

a. Proximity Operator 

b. Vocabulary Lexicon 

c. Term Frequency 

d. Indexing Granularity 

51 

 Given two strings s1 and s2, the edit distance between them is sometimes 

known as the: 

a. Levenshtein distance 

b. isolated-term distance 



c. porter stemmer algorithm 

d. page rank algorithm 

 

52 

  for ad hoc information ret______ is/are the test collectionsrieval system 

evaluation. 

a. Cranfield  

b. TREC  

c. only a  

d. both a and b 

 

53 

 The basic formula for paid placement is_______ 

a. Pay-per-click ($) = Advertising cost ($) ÷ Ads clicked (#) 

b. Pay-per-click ($) = Advertising cost ($) * Ads clicked (#) 

c. Pay-per-click ($) = Advertising cost ($) * Ads clicked (#) 

d. Both a and b  

 

54 

 Every web page is assigned ________score(s). 

a. 1 

b. 2 

c. 4 

d. 3 

55 

 ______ maintains the file system tree and the metadata for all the files and 

directories present in the system. 

a. Namenode 

b. Datanode 

c. Mapper 

d. Tracker 

56 

 _______nodes that can be reached from the giant SCC but cannot reach it. 

a. In 

b. Out 

c. Gcc 

d. in-out 

57 

 The first special index for general wild card queries is the_________. 

a. k-term index 

b. Permuterm index 

c. B-tree 

d. Hashes 



58 

 Postings list should be sorted by: 

a. Document Frequency 

b. DocID 

c. TermID 

d. Term frequency 

59 

 The __________ for finding terms based on a query consisting of k-grams. 

a. Document index 

b. k-gram index 

c. Inverted index 

d. Term index 

60 

 ______ mainly encodes numerical and non-text attribute-value data. 

a. Data centric XML  

b. text centric XML 

c. both a and b  

d. User centric XML 

 

61 

 Permuterm indexes are used for solving 

a. Spelling Checking 

b. Boolean queries 

c. Phrase queries 

d. Wildcard queries 

 

62 

 A query such as mon* is known as a ___________ 

a. trailing wildcard query 

b. leading wildcard query  

c. both  a and b 

d. Mixed wildcard query 

 

63 

 TREC stands for_____________ 

a.Text Retrieval Conference  

b. Text Retrieval Context 

c.Text Retrieval Congestion 

 d.All the above 

 

64 

 CLEF stands for________ 

a.  Cross Language Evaluation Forum 

b. Cross lingual evaluating field 

c. Cross Language Evaluating Field 

d. Cross Language Evaluating Forum 



 

65 

 Precision (P) is the fraction of ________ 

a. P(retrieved/relevant) 

b. P(relevant/retrieved) 

c. P(relevant/retrieved) 

d. P(retrieved/true) 

66 

 Each node of the tree is an XML element and is written with an ___________ 

a. Opening tag 

b.  closing tag  

c.  both a and b 

d.  only a 

 

67 

 ____ is not the Basic Ranking Models of information retrieval system. 

a. Boolean Retreival 

 b. Vector Space model 

 c. Probabilistic model  

d. Data model 

 

68 

 The _________consists of a dictionary of terms. 

a. Bi-gram index 

b. K-gram index 

c. Inverted index 

d. Incidence index 

69 

 A good______page for a topic links to many authority pages for that topic. 

a. Crawler 

b. SEO 

c. Web 

d. Hub 

70 

 ____ is the number of documents contains the term. 

a. Term 

b. Df 

c. Idf 

d. Inverse df 

71 

 _____includes link building, increasing link popularity by submitting open 

directories, search engines, link exchange, etc. 

a. Off Page SEO 

b. In Page SEO 

c. Middle Page SEO 

d. Both a nd b 



72 

 In information retrieval, extremely common words which would appear to be 

of little value in helping select documents that are excluded from the index 

vocabulary are called: 

a. Stop Words 

b. Tokens 

c. Lemmatized Words  

d. Stemmed Terms 

 

73 

 Boolean retrieval model does not provide provision for 

A. Ranked search 

B. Proximity search 

C. Phrase search 

D. Both proximity and ranked search 

 

74 

 A large repository of documents in IR is called as 

A. Corpus 

B. Database 

C. Dictionary 

D. Collection 

 

75 

 Variable size postings lists is used when 

A. More seek time is desired and the corpus is dynamic 

B. Less seek time is desired and the corpus is dynamic 

C. Less seek time is desired and the corpus is static 

D. More seek time is desired and the corpus is dynamic 

 

76 

 Best implementation approach for dynamic indexing is 

A. Periodic re indexing 

B. Using Invalidation bit vector for deleted docs 

C. None 

D. Using logarithmic merge 

77 

 Structured data allows for 

A. Does not depend on data complexity 

B. Less complex queries 

C. No relationship 

D. More complex queries 

78 

 Term document incidence matrix is 

A. Sparse 

B. Depends upon the data 



C. Dense 

D. Cannot predict 

 

79 

 Document frequency of a term is the 

A. Number of documents that contain the term 

B. None of the above 

C. Number of times the term appears in the document 

D. Number of times the term appears in the collection 

 

80 

 Boolean queries often result in 

A. Too many or too few results 

B. None of the above 

C. Too few results 

D. Too many results 

 

81 

 Ranked retrieval models take as input 

A. None of the above 

B. Boolean queries 

C. Logical queries 

D. Free text queries 

 

82 

 What is contiguity hypothesis in vector space classification 

A. Documents from different classes dont overlap 

B. Documents in the same class form a contiguous region of space 

C. All of the above. 

D. Intra cluster similarity is higher than inter-cluster similarity 

 

83 

 Information is 

a. Data 

b. Processed Data 

c. Manipulated input 

d. Computer output 

 

84 

 Strategic information is needed for 

A. Day to day operations 

B. Meet government requirements 

C. Long range planning 

D. Short range planning 

 



85 

 Strategic information is required by 

A. Middle managers 

B. Line managers 

C. Top managers 

D. All workers 

 

86 

 Tactical information is needed for 

A. Day to day operations 

B. Meet government requirements 

C. Long range planning 

D. Short range planning 

 

87 

 The Search tool CANNOT be used on which major Access object 

A. Forms 

B. Queries 

C. Reports 

D. Tables 

 

88 

 The ______ is a wild card that represents one or more characters 

A. question mark 

B. asterisk 

C. exclamation mark 

D. dollar sign 

 

89 

 Which is not an option for Filter on a text field 

A. Begins With 

B. Between 

C. Contains 

D. End With 

90 

 The Search tool is best used when searching for which kind of data. 

A. simple 

B. multiple 

C. unique 

D. formatted 

 

91 

 Which major database object stores all data 

A. Field 

B. Query 

C. Record 



D. Table 

 

92 

 Search engines use a of n __________ to automatically index sites 

A. crawler 

B. query 

C. enterprise 

D. sitebuilder 

 

93 

 A search value can be an exact value or it can be 

A. Logical operator 

B. Relationship 

C. Wild card character 

D. Comparison operation 

94 

 The core indexing step is ____ the list so that the terms are arranged 

alphabetically. 

A. Grouped  

B. Normalized  

C. Sorting  

D. Recording 

95 

 Instances of same term are grouped and the result is splint into ______ 

A. Classes  

B. Columns 

C. Both A and B  

D. Dictionary 

96 

 The ___ operation is efficient so that we can quickly find the documents. 

A. Intersection 

B. Minus 

C. Union 

D. Matrix 

97 

 _____ Optimization is the process if selecting how to organize the work of 

answering a query with least amount of work. 

A. Reports 

B. Query 

C. Order 

D. Operation 

98 

 ____ Model is an algebraic model for representing text documents as vectors 

of identifiers. 

A. Index 



 

B. Sorting 

C. Relevant 

D. Vector Space 

99 

 A ____ Operator is a way of specifying that two terms in a query must occur 

close to each other in a document. 

A. Distance 

B. Connected 

C. Additional 

D. Proximity 

100 

 ______ Model of document retrival based on probably interpretation of 

document relevance. 

A. Latent 

B. Probabilistic 

C. Semantic 

D. None of the above 

101 

 ______ is a technique for reducing words to their grammatical roots. 

A. Stemming  

B. Cutting  

C. Alteration 

D. None of the above 

102 

 _____ is fnding material of an unstructured nature that  satisfies an info need 

from large collection. 

A. Adhoc query 

B. Information retrieval 

C. Conflation 

D. Stemming 

103 

 _____ is a document retrieval system design to help find information stored 

in a computer System such as on the WWW. 

A. Open source 

B. Search engine 

C. Vector engine 

D. Space 

104 

 ______ is the ratio of the number of relevant documents retrieved to the total 

of relevant documents retrieved. 

A. Recall 

B. Search 

C. Precision 

D. Both A and B 



105 

 ______ is used to communicate with web servers on the internet , which 

enables it to download and display the web pages. 

A. Web server 

B. Search service 

C. Web browser 

D. None of the above 

 

106 

 ______ is the ratio of the number of relevant documents retrieved to the total 

number of document retrieved. 

A. Recall 

B. Precision 

C. Indexing  

D. Matrix 

107 

 ______ is transformation of a string of characters into a usually shorter fixed 

length value which represents the original key. 

A. Hashing 

B. Indexing 

C. Quering 

D. Searching 

108 

 Large set of documents is called 

A. Ranking 

B. Set 

C. Clustering 

D. Corpus 

109 

 For ___Boolean queries , we have  to evaluate and temporarily store the 

answer for intermediate expressions in a complex expression. 

A. Submitted 

B. Arbitary 

C. Complex  

D. Distict 

110 

 The first step of ____ is to convert the byte sequence into a linear sequence 

of characters. 

A. Processing  

B. Query 

C. Encoding 

D. None of the above 

111 

 ______ queries are used when the user is uncertain about the spelling of a 

query term. 

A. Search  



B. Wildcard 

C. Variant 

D. String  

112 

 A ______ is a sequence of K vharacters. 

A. K-gram 

B. Boolean 

C. Post filter 

D. None of the above 

113 

 A _____ index contain various rotation of each term augmented with $ , all 

linked to the original vocabulary trem. 

A. Permuterm 

B. Original 

C. Rotation 

D. String 

114 

 A ___ function may become insufficient after several years. 

A. Variant  

B. Hash 

C. B-tree 

D. Primitive 

115 

 In web search , the vocabulary size keeps ____. 

A. Constant 

B. Reducing 

C. Fluctuating 

D. Growing 

116 

 The vocabulary look up operation has two solution : hashing and _____. 

A. Search tree 

B. Entries 

C. Structures 

D. Automat 

117 

 The entries in the vocabulary are called as ____. 

A. Pointer 

B. Collection 

C. Keys 

D. Classes 

118 

 The best known search tree is _____ in which each internal node has two 

children. 

A. Balanced tree 

B. Unbalanced tree 



C. Internal Node 

D. Binary tree 

119 

 When we replace a character of a string by another character, it is called as 

______. 

A. Closed 

B. Levenshtein 

C. Weight 

D. Computed 

120 

 ______  Coefficient is used for measuring the overlap between two sets. 

A. Jaccard 

B. Threshold 

C. K-Grams 

D. Postings 

121 

 Algorithms for phonetic hashing are collectively known as ______ algorithms. 

A. Linear 

B. Soundex 

C. Non linear 

D. Corrective 

122 

 A search tree commonly used for a dictionary is the _______. 

A. Subtrees 

B. B-tree 

C. Interval tree 

D. Web tree 

123 

 Term ___ is the number of times a term occurs in document. 

A. Relevant  

B. Lists 

C. Accumulate 

D. Frequency 

124 

 A ______ operator is a way of specifying that two terms in a query must 

occur close to each other in a document. 

A. Proximity 

B. Precised 

C. Unary 

D. Arithmetic 

125 

 Vector space models are also known as _____ retrieval models. 

A. Boolean 

B. Commercial 

C. Westlaw 



D. Ranked 

126 

 To intersect posting lists so that we are able to find quickly documents that 

contain the Search term is called _______ merge. 

A. Postings 

B. Constant 

C. Lists 

D. Pointed 

127 

 An _______ need is the topic about which the user desires ti know more. 

A. Information 

B. Relevant 

C. Statistical 

D. None of the above 

128 

 A document is _____ if it is one that the user perceives as containing 

information of value with respect to their need.  

A. Query 

B. Relevant 

C. Adhoc 

D. Irrelevant 

129 

 The way to avoid linearly scanning of the texts for each query is to _______ 

the documents in advance. 

A.  Index 

B. Process 

C. Read  

D. Scale 

130 

 What is a hash function ? 

A. A function has allocated memory to keys 

B. A function that computes the location of the key in the array 

C. A function that creates an array 

D. None of the mentioned 

131 

 What can be the technique to avoid collision ? 

A. Make the hash function appear random 

B. Use the chaining method  

C. Use uniform hashing 

D. All of the mentioned 

132 

 What is direct addressing ? 

A. Distinct  array position for every possible key  

B. Fewer array position than keys 

C. Fewer keys than array positions 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

D. None of the mentioned. 



SUBJECT-ETHICAL HACKING 

1. Programs designed to affect performance and not damage the system are called 

a) BOT’s 

b) Spyware 

c) Virus  

d) Worm 

2. Which one of the following is not a part of Metasploit interface 

a) msfgui b) msfcli 

c) msfconsole d) msfpayload 

3. What is the first step in a SQL injection attack? 

a) Enter arbitrary commands at a user prompt 

b) Locate a user field on a web page 

c) Locate the return pointer  

d) Enter a series of NOPs 

4. What type of device connects systems on a shared network? 

a) Routers  

b) Gateways 

c) Hubs  

d) Switches 

5. Entering Password::blah or 1=1 into a web form in order to get a password is an 

example of what type of attack? 

a) Buffer overflow  

b) Heap-based overflow 

c) Stack-based overflow  

d) SQL injection 

6. What is the next step to be performed after footprinting? 

a) Enumeration  

b) Scanning 

c) System hacking  

d) Active information gathering 

7. Nslookup can be used to gather information regarding which of the following? 

a) Host names and IP addresses 



 b) Whois information 

c) DNS server locations 

 d) Name server types and operating systems 

8. What are the three types of scanning? 

a) Port, network and vulnerability  

b) Port, network and services 

c) Grey, black and white hat  

d) Server, client and network 

9. Which of the following attacks can be perpetrated by a hacker against an organization with 

weak physical security controls? 

a) Denial of service  

b) Radio frequency jamming 

c) Hardware keylogger  

d) Banner grabbing 

10. ______Testing involves performing a security evaluation and testing with no previous 

knowledge of the network infrastructure or system to be tested 

a)Black-box 

b)White-box 

c)Gray-box 

d)Green-box 

 

11. The phase of Reconnaissance is used to 

a)Attack system 

b)Gather information 

d)Insert Malware 

c)All of the above 

12. What does availability of data mean? 

A. Assurance that data exists. 

B.Assurance that data will be restricted and available to authorize People.. 

C . Assurance that data will be accurate and trustworthy. 

D.The level of assurance that data will be available to people who need it, when they need it  

13. When you use the word _____ it means you are protecting your data from getting disclosed. 

 



a) Confidentiality 

b) Integrity 

c) Authentication 

d) Availability 

14. What does the CIA stand for ? 

 

a.      Confidentiality, Integrity, Availability 

b.      Central Intelligence Agency 

c.      Cybersecurity Investigation Agency 

d.      Cybersecurity, Internet, Accessibility 

15. Integrity assuring____ 

a. Trust 

b.Completeness 

C.Accuracy of data 

d All of the above 

 

16.  Which of this is an example of physical hacking? 

a) Remote Unauthorised access 

b) Inserting malware loaded USB to a system 

c) SQL Injection on SQL vulnerable site 

d) DDoS (Distributed Denial of Service) attack 

17.  ___________ is a weakness that can be exploited by attackers. 

a) System with Virus 

b) System without firewall 

c) System with vulnerabilities 

d) System with a strong password 

18.  Hacking for a cause is called .................. 

 a)  Hacktivism 

 b) Black-hat hacking 



 c) Active hacking 

  d) Activism 

  

19. When a hacker attempts to attack a host via the Internet it is known as what type of 

attack? 

a)       Local access 

b)      Remote attack 

c)       Internal attack 

d)      Physical access 

     

20. Which of the following tool/s is/are used for footprinting? 

a)       Whois 

b)      Sam Spade 

c)       SuperScan 

d)      NCC 

     Ans: a) Whois 

21.  ……………..  means verifying a claim of identity  

     a)availability 

     b) authorization 

a. identification  

b. Authentication 

Ans : d(authentication) 

22. Which of the following statements best describes a white-hat hacker? 

·        A. Security professional 

·        B. Former black hat 



·        C. Former grey hat 

·        D. Malicious hacker 

23. What is the next step to be performed after footprinting? 

A. Scanning 

B. Enumeration 

C. System hacking 

D. Active information gathering 

24. What is footprinting? 

A. Measuring the shoe size of an ethical hacker 

B. Accumulation of data by gathering information on a target 

C. Scanning a target network to detect operating system types 

D. Mapping the physical layout of a target’s network 

25.  What is a rootkit? 

A. A simple tool to gain access to the root of the Windows system 

B. A Trojan that sends information to an SMB relay 

C. An invasive program that affects the system files, including the kernel and libraries 

D. A tool to perform a buffer overflow 

 

26. Which attack is used in which the attacker observes the websites often visited by a 

victim on a particular group, and infects those sites with malware? 

a) Brute force attack 

b) Waterhole attack 

c) Eavesdropping 

d) Man-in-the-middle 

27. Trojans can not ----------- 

a) steal data 

b) self replicate 

c) steal financial information 

d) steal login credentials 

28. ----- are the combination of both white as well as black hat hackers. 

a) Grey Hat hackers 

b) Green Hat  hackers 

c) Blue Hat hackers 



d) Red Hat hackers 

29. A ------------- is the process of defining, identifying, classifying and prioritizing 

vulnerabilities in computer systems and applications. 

a) Threat modelling 

b) White box  testing 

c) Vulnerability assessment 

d) Information security 

30. ------ means assuring and maintaining the completeness and accuracy of data over its 

entire lifecycle. 

a) Confidentiality 

b) Availability 

c) Security 

d) Integrity 

31. A ---- is any program that monitors your online activities or install programs without 

your consent for profit or to capture personal information. 

a) Virus 

b) Worms 

c) Spyware 

d) Rootkit 

32. -------- is an attack vector that tricks a web browser into executing an unwanted action 

in an application to which a user is logged in. 

a) Cross site request forgery 

b) SQL injection 

c) Cross site mapping 

d) URL obfuscation 

33. ----------- is the action of recording the keys struck on a keyboard, so that the person 

using the keyboard don’t know that their actions are being monitored. 

a) Cookie 

b) DoS 

c) Keystroke logging 

d) All of the above 

34. ------------ is an ethical hacking process of gathering information about the target and its 

environment. 

a) Sacnning 



b) Testing 

c) Footprinting 

d) All of the above 

35. ----------- is a set of procedures for identifying lie hosts, ports and services in the 

network. 

a) Sniffing 

b) Scanning 

c) Crawling 

d) Tracking 

36. ------------ is the hiding of a secret message within an ordinary message and the 

extraction of it at its destination. 

a) Steganography 

b) Honeypot 

c) Cryptography 

d) All of the above 

37. ------------ Testing is used to test a software without knowing the internal structure of a 

program or application. 

a) White box 

b) Black box 

c) Grey box 

d) All of the above 

38. ------ is a Trojan that uses a command-line interface to open TCP or UDP ports on a 

target system. 

a) Webinspect 

b) Nessus 

c) Quals 

d) Netcat 

39. --------- testing is the process to identify security vulnerabilities in an application by 

evaluating the system or network with various malicious techniques. 

a) Penetration Testing 

b) Software Testing 

c) Application Testing 

d) All of the above 

40. The security, functionality, and ease of use triangle illustrates which concept? 



a) As security increases, functionality and ease of use increase. 

b) As security decreases, functionality and ease of use increase. 

c) As security decreases, functionality and ease of use decrease. 

d) Security does not affect functionality and ease of use. 

41. Which attack is used to alter system resources or affect their operation? 

a) Active attack 

b) Passive attack 

c) Non active attack 

d) All of the above 

42. Which one of the following is not a part of Metasploit interface? 

a) msfgui 

b) msfconsole 

c) msfcli 

d) msfpayload 

43. Ehtical hacking is the process of finding the vulnerabilities in a system 

through____procedures. 

a) Unlegal              

b) Legal 

c) Illegal 

d) Secret 

44. What is the first phase of hacking? 

a) Maintaining access 

b)   Gaining access  

c)   Reconnaissance 

d)  Scanning 

45. In  which attack attacker changes the MAC address? 

a) DNS poisoning  

b) Buffer overflow   

c) IOT attack 

d) ARP poisoning 



46.  How does a Denial of Service attack work? 

a) Cracks passwords, causing the system to crash 

b) Imitates a valid user 

c) Prevents a legitimate user from using a system or service 

d) Attempts to break the authentication method 

47. Which type of attack occurs when excess data gets written to a memory block? 

a) Over buffering 

b) Buffering 

c) Buffer overflow 

d) Memory full 

48. Which of the following is not an example of a passive online attack? 

a) Man In The Middle 

b) Reply Attack 

c) Phishing 

d) Wire sniffing 

49. Hackers who help in finding bugs and vulnerabilities in a system & don’t intend to 

crack a system are termed as ________ 

a) Black Hat hackers 

b) White Hat Hackers 

c) Grey Hat Hackers 

d) Red Hat Hackers 

50. Backdoors are also known as ____________ 

a) Trap doors 

b) Front doors 

c) Cover doors 

d) Back entry 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 


